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TECHNOLOGY 
LEADS 
CHANGE

The impact of  
digital technology 
in the world has 
been swift and  
undeniable.

2000, 304 million people, or 5 percent of the 
global population, were online. By December 
2017, that number had soared past four billion, 
or 54.4 percent of the world.
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Whether you call it the Fourth Industrial Revolution 

or the Age of AI, technology is transforming business, society and 

the world. In 2000, 304 million people, or 5 percent of the global 

population, were online. By December 2017, that number had 

soared past four billion, or 54.4 percent of the world’s population.1  
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Unsurprisingly, companies have rushed to adopt innovative 

technologies to unlock the opportunities that arise 

from enhanced risk mitigation and meeting stakeholder 

expectations for transparency. 

Unfettered access to information via 

the internet enables improved third-

party due diligence. Machine learning 

and data analytics allow automated, 

continuous risk monitoring to surface 

emerging threats. The 2018 State of 

Sustainable Business report from BSR 

found that nearly three quarters of 

firms are applying new technologies to 

improve supply chain sustainability.2 

From leveraging blockchain to 

tackle forced labor by proving the 

provenance of diamonds to enhancing 

security by using biometrics, 

companies find new ways to integrate 

technology and transparency into their 

operations at every turn. 

Using technology is also a driving force behind company 

competitiveness and strategic growth. For example, Lloyds 

Bank PLC pledged this year to make a strategic investment 

in technology of $4.1 billion by 2020, of 

which more than half has been allocated to 

digitization. Lloyds will continue to prioritize 

targeted investment in technology, data and 

innovation for the foreseeable future.

A growing “tech for good” movement also 

sees organizations using technological 

innovations to solve some of the biggest 

problems facing humanity.  The Brookings 

Institute suggests, for example, that 

cryptocurrencies and blockchain can combine 

for a one-two punch of increasing financial 

accountability and transparency while 

deterring bribery and corruption which in the 

public sector alone accounts for between $1.5 

trillion and $2 trillion annually.3 



Technology also pushes 
companies to operate ethically 
and transparently. Flying under 
the radar is no longer possible  
in the digital age. When bad 
actions come to light, the news 
gets disseminated around the 
world in minutes or hours—not 
days or weeks as in the past. 
But it’s not just the potential of 
a PR nightmare that companies 
must consider. 

TECHNOLOGY 
DEMANDS 
RESPONSIBILITY



Technology requires organizations 

to revisit and update their corporate 

governance and data security policies. 

Companies, and their third parties, 

now hold large volumes of data about 

customers on databases. Data privacy 

regulations, such as the EU’s General Data 

Protection Regulation (GDPR) mean that 

organizations are held accountable for 

poor stewardship of customer data.  

This responsibility extends beyond 

a company’s four walls—regulators 

place data protection squarely on an 

organization’s shoulders—even when 

outsourcing to third-party IT services,  

such as cloud providers. 

Earlier this year, the UK Financial Conduct 

Authority (FCA) updated its guidance 

for meeting regulatory obligations in 

instances when a third party—such as 

a cloud provider—operates on behalf 

of a financial services organization. The 

guidance states that organizations must 

identify and manage third-party risks, 

“... including undertaking due diligence 

before making a decision on outsourcing.” 

The finalized guidance clearly assigns 

responsibility, saying, “Our approach is 

risk-based and proportionate, taking into 

account the nature, scale and complexity 

of a firm’s operations. Regulated firms 

retain full responsibility and accountability 

for discharging all of their regulatory 

responsibilities. Firms cannot delegate any 

part of this responsibility to a third party.”4 

Technology inspires—and demands—

corporate transparency. Social media 

allows companies to communicate directly 

to customers, but it also means they are 

more exposed to the reputational and 

financial risks associated with negative 

publicity when something goes wrong. 

Thanks to round-the-clock news or 

viral tweets, allegations of corruption, 

poor environmental practices or social 

injustice in a supply chain gains visibility 

in hours, rather than weeks. Customer 

complaints that were once dealt with in 

private are broadcast for the world to 

see.  Wide availability of corporate data 

online—from corporate disclosures in 

annual reports to criticisms by customers 

and ex-employees—attract the attention 

of the media, investors and consumers 

alike, and can have serious financial 

repercussions. Facebook’s stock dropped 7 

percent following news that user data was 

exploited by Cambridge Analytica.5 Swiss 

mining and commodities trading company 

Glencore felt the sting of plummeting 

share prices when its stock value fell 13 

percent on news that the U.S. Department 

of Justice is investigating allegations of 

money-laundering and corruption in the 

company’s dealings in the Democratic 

Republic of Congo, Nigeria and Venezuela.6 

TECH TALK WITH HSBC
HSBC is investing heavily in data, but it is aware of the additional 
responsibilities this brings. “Clearly the biggest risk of data is around trust,” 
Josh Bottomley tells LexisNexis. “As a bank we are obsessed about our 
customers’ security of their money and increasingly of their data as well. So, 
we now have this concept of data stewardship: we want to make sure we 
are really looking after customers’ data, that we are incredibly transparent 
about that and give customers as much control as they can around the data, 
but also that we use it for the right purposes.” He says their primary concern 
around data is how it affects customers’ trust of them. “Trust is the critical 
issue—we need to make sure we build trust in our use of big data as opposed 
to undermining trust,” he says.

CLEARLY  
THE BIGGEST  
RISK OF DATA  
IS AROUND  
TRUST.

   JOSH BOTTOMLEY 
   GLOBAL HEAD OF DIGITAL  
   HSBC



TECHNOLOGY 
BUILDS TRUST

New and emerging technologies 

give companies new tools for managing 

risk, improving customers’ experiences, 

and demonstrating to customers, investors, 

regulators and third parties that they are 

transparent and ethical. 

BLOCKCHAIN

Blockchain technology has increased 

transparency and accountability in supply chains 

and in how firms exchange information with third 

parties. It allows information to be transferred 

and exchanged in a way that is both secure and 

auditable. Blockchain technology can be used by 

a company to send guidance on compliance to 

its subsidiaries and departments and audit how 

they are implementing that guidance. 

Technology can “dramatically increase the 

transparency of public financing to reduce 

corruption”, according to Enrique Aldaz-Carroll, a 

senior economist at the World Bank. In an article 

co-written with technology expert Eduardo 

Aldaz-Carroll, he said that using blockchain 

software or adopting a cryptocurrency could 

deter bribery in the public sector, which 

currently accounts for a massive two percent  

of global GDP.7 

Blockchain can significantly boost consumers’ trust 

in companies and their products. It could allow 

a customer to scan a barcode on, for example, a 

packet of fish and see every stage of the supply 

chain since it was pulled from the ocean. What 

better way to boost consumer trust?

Technology can be used  
by companies to build— 
or rebuild—trust.



BIOMETRICS

Biometric technology is used by banks 

to ensure a customer is who they say 

they are, which can help combat money 

laundering, hidden beneficial ownership, 

data theft, hacking and fraud. This is 

important because most transactions by 

banking customers now involve some sort 

of digital verification. Some biometric 

services build up a pattern of who a 

person is by learning the unique rhythm 

of how they type, the way they use 

their mobile phones and their voice. By 

analyzing people’s physical and behavioral 

characteristics, rather than just requiring a 

password or a badge, biometrics provides 

an extra layer of proof of who your 

customer really is.10 

TECH FOCUSES ON FORCED LABOR
A project involving Coca-Cola and the U.S. State Department is using blockchain technology to create a 

secure registry of workers around the world.8 A recent report from KnowTheChain showed the extent 

of forced labor in countries which produce sugar cane. Food and drink companies need to address this 

risk in order to gain the trust of consumers, investors and regulators. Blockchain can help by maintaining 

secure records of workers involved in the production and the contracts under which they worked. 

BLOCKCHAIN IS A QUANTUM 
LEAP IN TRUST, BUT GUESS 
WHAT? IT’S NOT A PANACEA. 
THERE ARE ALWAYS GOING 
TO BE TRANSACTIONS WITH 
HUMAN BEINGS AND HUMAN 
BEINGS WILL ALWAYS BE 
HUMAN BEINGS.”9

 RAMESH GOPINATH 
  VICE PRESIDENT  
  BLOCKCHAIN SOLUTIONS 
  IBM

ARTIFICIAL INTELLIGENCE

Artificial Intelligence (AI) is no longer the 

stuff of science fiction: it is here, and it 

is high on the agenda of boardrooms 

around the world.  While the term ‘AI’ 

may initially invoke images of androids, 

artificial intelligence encompasses a range 

of sub-fields with practical applications for 

mitigating risk, improving transparency 

and finding new strategic opportunities. 



ARTIFICIAL INTELLIGENCE (CONT’D)

AI use cases vary greatly across different 

industries. Machine learning algorithms 

inform automated risk monitoring tools 

to accelerate visibility into potential risk 

events. Robotic process automation 

enables performance of simple tasks 

like keeping handbooks and guidance 

updated. Historical and predictive analytics 

combine to enhance risk management 

in near real-time. SmartDataCollective 

notes, “Therefore, through data analytics, 

individuals in the risk management 

ecosystem are able to rapidly and 

effectively sense and respond and/or 

predict and act faster and better, informed 

by a vast amount of risk variables.”11  

DATA

If AI—in all its various forms—is the engine 

powering enhanced risk mitigation and 

trust-building transparency, then data is 

the fuel. Data analysis helps companies 

spot risks of bribery and corruption and 

identify strategic opportunities. The 

potential of regulatory technology—or 

RegTech—is attracting considerable 

attention from the highly-regulated 

financial services industry. A study by 

SNS Telecom & IT predicts financial firms 

will invest $9 billion in big data this year, 

rising to $14 billion in 2021.12 Data and 

technology together enable organizations 

to move beyond a check-the-box approach 

to managing risk. For example, automated 

risk assessments take into account the 

latest sanctions data, analyze large 

volumes of news, company and legal data 

to provide risk scores in near real time. 

AI makes it easier for companies to be 

more proactive—and when a reputational, 

regulatory, financial or strategic risk 

surfaces—make informed decisions that 

turn potential risks into opportunities to 

build trust.  

Artificial intelligence applications will play 

an intrinsic role in helping companies 

achieve sustainability and improve 

Corporate Social Responsibility reporting. 

AI technology could also be used to audit 

how companies are performing against the 

United Nations’ Sustainable Development 

Goals (SDGs). Those who can demonstrate 

they are most sustainable are more likely to 

earn the trust of consumers and investors.



BIG DATA 
INVESTMENT FORCAST

 
14 BILLION 

2021
9 BILLION 

2018 

9

AUTOMATION

There is potential for companies to 

automate many tasks involved in 

compliance using Robotic Process 

Automation (RPA). Many have already 

automated key aspects of their due 

diligence anti-bribery and corruption 

and anti-money laundering procedures. 

Automated screening of thousands 

of entities accelerates time to insight, 

compared to a slow, laborious and error-

prone manual process. Likewise, ongoing 

risk monitoring with built-in data analysis 

delivers timely warning flags when risks 

emerge across the political, economic, 

socio-cultural, technological, legal and 

environmental spectrum.  A rigorous, RPA-

driven risk mitigation process is more likely 

to be trusted.

But risk managers must not become 

complacent and assume that machines 

can spot every risk. Humans still need 

to explore the context of a finding and 

provide a risk assessment. Technology 

should be seen not as a replacement for 

compliance officers but as a facilitator to 

enhanced risk visibility and management. 

THE INTERNET OF THINGS (IOT)

More and more products are connected 

and share data with each other—from cars 

to televisions to refrigerators. This allows 

companies to improve customer service by 

developing products which automatically 

let them know when they need to be 

serviced. Devices connected on the 

Internet of Things give consumers greater 

transparency and more information about 

their products and where they were 

made. In some cases, it can even save 

lives. IoT can also improve risk mitigation 

because it enables a proactive—rather 

than reactive—approach. Because IoT 

involves continuous streams of data—

and its processing—in real time, IoT 

enables companies to anticipate risk more 

effectively and optimize its responses to 

risk events. 



Many regulators now expect companies to use technology 

to boost their approach to compliance. For example, the EU’s Fourth 

Anti-Money Laundering Directive requires corporate identity-related 

documentation to be collected, verified, safely stored and updated. 

When a regulator requests this information, companies need to use 

technology to provide this information with speed and accuracy.

Technology is helping companies to address regulatory compliance with 

more confidence. Over the last five years, utility solutions have been 

developed to help banks meet regulatory requirements, in many cases 

as a joint effort between banks and third parties. For example, regulators 

expect banks to carry out Know-Your-Customer due diligence on their 

customers, so financial institutions have developed a Shared Utility 

model. Banks upload information about clients onto a single portal 

which is shared with other banks, lowering the costs of compliance and 

reducing the administrative burden of KYC requirements for all involved.

REGULATORS 
EXPECT  
TECH-SAVVY

OVER THE LAST FIVE YEARS, 

UTILITY SOLUTIONS HAVE 

BEEN DEVELOPED TO HELP 

BANKS MEET REGULATORY 

REQUIREMENTS, IN MANY 

CASES AS A JOINT EFFORT 

BETWEEN BANKS AND  

THIRD PARTIES.

HSBC’s BIG  
DATA DRIVE
HSBC is betting on big data by recruiting 1,000 digital 

experts.13 The new hires will create new products and 

services and control risks to protect the privacy and 

security of customers. The bank is also using big data 

technology to manage the risk of financial crime, by 

monitoring customer transaction data to spot unusual 

activity which could relate to money laundering.

“Banks have always used third party data as well as 

internal data,” HSBC’s Josh Bottomley told LexisNexis in 

a recent interview. “We use credit bureaus for assessing 

credit, we rely on some third-party data to fight against 

financial crime, whether that is sanctions lists or PEP lists. 

So, I think we’ll always be using a combination of internal 

and external data. But there are so many more datasets 

that we can use.”



Technology is not a 
magic potion that 
makes risk disappear. 
However, with 
regulatory guidance 
recommending the use 
of technology—and 
increased scrutiny from 
institutional investors 
and consumers who 
hold organizations 
to high ethical 
standards—investing 
in technology for risk 
mitigation can be 
an important step 
in building trust and 
transparency. 



LexisNexis and the Knowledge Burst logo are registered trademarks of RELX Inc. Other products or services may be  
trademarks or registered trademarks of their respective companies. ©2019 LexisNexis. All rights reserved. EDDM-SEG 0119

1 “Internet Growth Statistics.” Internet World Stats. 2017. Accessed at: https://www.internetworldstats.com/emarketing.htm

2 “State of Sustainable Business 2018.” BSR. 2018. Accessed at: https://www.bsr.org/en/our-insights/report-view/state-of-sustainable-business-2018-bsr-globescan

3 Aldaz-Carroll, Enrique and Aldaz-Carroll, Eduardo. “Can cryptocurrencies and blockchain help fight corruption?” Brookings Institute. February 1, 2018. Accessed at: https://www.

brookings.edu/blog/future-development/2018/02/01/can-cryptocurrencies-and-blockchain-help-fight-corruption/

4 “FG 16/5 Guidance for firms outsourcing to the ‘cloud’ and other third-party IT services,” Financial Conduct Authority. July 2018. Accessed at: https://www.fca.org.uk/publication/

finalised-guidance/fg16-5.pd

5 Masunaga, Samantha. “Facebook stock drops 7% over Cambridge Analytica controversy linked to Trump campaign,” LA Times. March 19, 2018. Accessed at: https://www.latimes.com/

business/la-fi-facebook-cambridge-analytica-20180319-story.html  

6 Reed, Stanley and de la Merced, Michael J. “Glencore’s Shares Drop After Justice Department Subpoena,” The New York Times. July 3, 2018. Accessed at: https://www.nytimes.

com/2018/07/03/business/glencore-subpoena-mining-commodities.html

7 Aldaz-Carroll, Enrique and Aldaz-Carroll, Eduardo. “Can cryptocurrencies and blockchain help fight corruption?” Brookings Institute. February 1, 2018. Accessed at: https://www.

brookings.edu/blog/future-development/2018/02/01/can-cryptocurrencies-and-blockchain-help-fight-corruption/

8 Wood, Aaron. “US State Department and Coca-Cola to Use Blockchain Technology to Fight Forced Labour.” Coin Telegraph. March 16, 2018. Accessed at: https://cointelegraph.com/

news/us-state-department-and-coca-cola-to-use-blockchain-technology-to-fight-forced-labor 

9 Matsakis, Louise. “Following a tuna from Fiji to Brooklyn – on the blockchain.” Wired. 22 May 2018. Accessed at: https://www.wired.com/story/following-a-tuna-from-fiji-to-brookly-

non-the-blockchain/ 

10 “Behavioral biometrics, machine learning and risk assessment – the future of online user authentication.” Gemalto. November 3, 2017. Accessed at: https://blog.gemalto.com/finan-

cial-services/2017/11/03/behavioral-biometrics-machine-learning-risk-assessment-future-online-user-authentication/ 

11 “How Risk Management Ecosystem Is Evolving with Data Analytics,” Smart Data Collective. September 22, 2016. Accessed at: https://www.smartdatacollective.com/how-risk-manage-

ment-ecosystem-evolving-data-analytics

12 “Big Data a $9 Billion Opportunity in the Financial Services Industry, Says SNS Telecom & IT,” Analytics Insight. July 2, 2018. Accessed at: https://www.analyticsinsight.net/big-data-a-

9-billion-opportunity-in-the-financial-services-industry-says-sns-telecom-it/

13 Yiu, Enoch. “Attention digital engineers: HSBC wants you to consider a career in banking.” South China Morning Post. July 5, 2018. Accessed at: https://www.scmp.com/business/

banking-finance/article/2153799/attention-digital-engineers-hsbc-wants-you-consider-career

 LexisNexis.com/Entity-Insight  @LexisNexisBiz  LexisNexis.com/BizBlog  800-628-3612

http://lexisnexis.com/newsdesk
http://twitter.com/lexisnexisbiz
http://lexisnexis.com/bizblog

